RECORD RETENTION ISSUES
FOR HUMAN RESOURCES

INTRODUCTION

Human resources records are
changing. Less than five vyears
ago, the most common type of
HR record was a paper personnel
file, usually containing standard
categories of paper documents,
such as
benefit

evaluations, commendations and

application materials,
elections, performance
disciplinary memos. Now the na-
ture of those records is quite dif-
ferent. Companies employ online
recruiting and application pro-
cesses and enterprise-wide per-
sonnel databases. The most dra-
matic shift, however, has come
in the day-to-day management
of employee communications.
Employee complaints, supervisor
evaluations and even disciplinary
actions often take place via some
electronic communication meth-
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od, usually email or instant mes-
saging. Given estimates that more
than ninety percent of all corpo-
rate records are now created elec-
tronically, and seventy percent of
those are never reduced to paper
form, HR records are not likely
to be exempt.

As  these
more prevalent in the daily func-

records become
tions performed by a human re-

sources department, they also
become more important in em-
ployment-related litigation. The
changes to the Federal Rules of
Civil Procedure that took effect
in December 2006 have received
little

Interestingly, many of the key de-

much press but praise.
cisions relating to electronic re-
cords, both before and after the
rule changes, were in the area of
employment disputes.

This article will outline some of
the specific aspects of records re-
tention of Human Resources relat-
ed materials, and will discuss some
of the employment-related court
decisions that bear on this topic.
Finally, it will make recommenda-
tions regarding the implementa-

tion of a retention procedure for
Human Resource departments.

NEW RULES

Much has already been written
about the changes to the Federal
Rules of Civil Procedure, and
such is not the focus of these ma-
terials. Nevertheless, a basic un-
derstanding of the new landscape
for employers in litigation is key
to crafting an appropriate reten-
tion policy.

The Federal Rules of Civil
Procedure govern, not surpris-
ingly, the way civil litigation is
handled in federal courts. This is
particularly important to employ-
ers, because many of the claims
brought by employers reside in
federal courts. Title VII of the
Civil Rights Act of 1964, the Fair
Labor Standards Act, the Family
and Medical Act, the
Americans with Disabilities Act,

Leave

and the Employee Retirement
Income Security Act, are all fed-
eral statutes, and claims under
these statutes almost always end
up in federal courts.
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RECORD RETENTION ISSUES FOR HUMAN RESOURCES

The Federal Rules of Civil
Procedure, in turn, govern how
these cases proceed. Of particular
interest are the rules relating to the
exchange of information between
the parties during the litigation, or
discovery. Rules require the par-
ties to meet and confer on certain
ground rules (Rule 16), to disclose
certain information to each other
at the beginning of a case (Rule
26), to answer written questions
(Rule 33), and to produce rele-
vant “documents” to each other
upon request (Rule 34).

The fundamental changes ad-
opted in 2006 revolved around
an acknowledgement that “docu-
ments” and “information” now
include material stored electroni-
cally, referred to as Electronically
Stored (“ESI™).
Under the new rules, parties must

Information

meet and confer about how their
electronic records are stored, must
disclose information about how
their data is structured, and must
produce electronic documents as
readily as paper ones. Thus, in an
ESI-intensive area such as Human
Resources, these rule changes can
have a profound effect.

THE HR-ESI UNIVERSE

Perhaps the most difticult task re-
garding employee-related ESI is
understanding the universe of avail-
able information. Some sources are
obvious. Others, not so much.

E-mail

Electronic mail may be relevant
in employment litigation in a host
of ways. Messages from employ-
ee to supervisor may be used to
lodge complaints about working
conditions. Supervisors may com-
ment on employees’ performance
in email messages, or may even

engage in coaching and counsel-

ing employees electronically. An
email itself may be the evidence
of bad behavior by either employ-
ee or manager. For example, an
employee may send an inappro-
priate message to a co-employee,
potentially creating a hostile envi-
ronment. Or a supervisor may use
inappropriate language or epithets
in an email, thus creating poten-
tial evidence of a discriminatory
mindset. In some cases, the em-
ployer will want to retain and or-
ganize the messages because they
can be useful in defending against
employment claims. In other
cases, the employer will wish the
email had never been written in
the first place. Herein lies the
value of a well thought-out and
consistently followed record re-

tention policy.
Calendars

The chronology of events can be
critical in employment litigation.
In workplace harassment claims,
for example, the date of a com-
plaint to Human Resources, the
swiftness of the employer’s re-
sponse, and the thoroughness of
an investigation can have a sub-
stantial impact on employer li-
ability. Many employees now use
electronic calendaring systems,
such as Microsoft Outlook, to
keep track of appointments and
events. The contents of these sys-
tems, therefore, can be important

in pursuing or defending a claim.

Human Resources departments
use databases extensively in their
daily operations. Individual HR
professionals may create simple
systems to track basic informa-
tion, like who has attended man-
datory training on a certain topic.
Companies may create more so-
phisticated repositories, in data-

base or spreadsheet format, to fa-
cilitate large initiatives like reor-
ganizations or reductions in force.
Finally, enterprise-wide systems
can track huge amounts of data,
such as payroll information, about
the company’s entire workforce.
Each of these databases may be
stored differently, accessed dif-
ferently, and subject to varying
levels of security. Nevertheless,
because they can all be important
in litigation and compliance, they
all must be addressed by a record
retention program.

Instant Messages

Instant Messaging is gaining pres-
ence as an acceptable method of
corporate communication, and is
in fact the norm in some indus-
tries like financial services. Even
more fleeting than email was per-
ceived to be in its infancy, IM
conversations are just that: con-
versations that users often think
of as existing only for the dura-
tion of the session. Not so, how-
ever. Depending on individual
or enterprise-wide settings, IM
conversations can be stored in log
files indefinitely, and can thus be
a ripe source of discovery in em-
ployment cases, along the same
subject matter areas as emails.

Every employer will have its own
unique combination of sources of
ESI. Digitized voice mail, por-
table hardware such as PDA’s,
backup tapes, document man-
agement systems, and local stor-
age media such as CD’s, DVD’s,
and thumb drives are all potential
sources of documentation that is
either generated by HR, or rel-
evant to an employment claim.
As such, companies must consider
integrating all these kinds of po-
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tential categories of ESI into a re-
cords retention program.

RISK MANAGEMENT

While the changes to the Federal
Rules arguably only formalized a
pre-existing obligation to treat ESI
as discoverable material, the dra-
matic increase in attention given
to this topic will have a substantial
affect on the risks of non-compli-
ance. First, the plaintiff’s employ-
ment bar will be far more cogni-
zant of ESI as a potential source of
helpful information in litigation.
This 1s especially true because,
in the average employment suit,
the employer is likely to be the
only party with a substantial vol-
ume of ESI to search, review and
produce. Thus, in many cases, the
potential cost of complying with
e-discovery obligations will out-
weigh the potential value of a sin-
gle-plaintiff employment matter,
and will change the settlement
dynamic dramatically.

Likewise, judges are becoming
less tolerant of companies who
fail to manage electronic records
properly. The result: sanctions.
One company was ordered to pay
$25 million for failing to produce
certain documents to the Securities
and  Exchange  Commission.
Another was charged $2.75 mil-
lion for failing to follow a court’s
production orders. Other sanc-
tions can include instructions to
the jury which would allow them
to draw adverse inferences from
the employer’s failure to properly
retain relevant documents—which
can sometimes have a critical im-
pact on the outcome of a case.

EMPLOYMENT CASES

Many of the seminal cases regarding
electronic records retention have
arisen from employment disputes.

Zubvulake The court also stated that
Long before the Federal Rule | “whether production of docu-
changes, the majority of courts eval- | ments is unduly burdensome or
uating electronic discovery obliga- | expensive turns on whether it is
tions began to apply the cost-shifting | kept in an accessible or inaccessible
analysis established in Zubulake v. format.”” The court described five

UBS Warburg LLC, (“ Zubulake I").! | typesof electronically stored infor-

Zubulake was a gender discrimi- mation: (1) active, online data; (2)

nation case in which the parties near-line data; (3) offline storage/

had a substantial discovery dispute archives; (4) backup tapes; and (5)

erased, fragmented or damaged

over the employer’s obligation to
data.® The first three types are

produce archived email records

about the employee’s tenure at considered accessible while the

. a1y
the company. In Zubulake I, the last two types are inaccessible.
court held that “cost-shifting

should be considered only when

Thus, if the requested informa-
tion is stored on backup tapes or

. . consists of erased, fragmented or
electronic discovery imposes an

. , damaged data, the court properl
undue burden or expense’ on 5 ’ propery

. . may engage in the seven-factor
the responding party.” The court Y ensas

) cost-shifting analysis.
established a seven-factor test, & ¥
which courts consistently have | Williams v. Sprint/United

applied in determining whether Mgmt. Co.

to shift the costs of electronic dis- | 11 this age discrimination action,’

covery from the responding party the defendant inadvertently dis-

to the requesting party. The rel- closed documents (mathematical

evant factors, set forth in order of spreadsheets regarding an adverse

importance, include: impact analysis) that defendant

claims were protected by the at-
1. The extent to which the re-

torney-client privilege. Plaintiffs
quest is specifically tailored to

argued that defendant waived the
discover relevant information; privilege by producing the docu-
2. The availability of such infor- ments, by referring to them in

mation from other sources; deposition testimony, and by as-
serting the “good faith” atfirma-
tive defense. The court found that

the documents were privileged

3. The total cost of production,
compared to the amount in

t ; i I
controversy and that defendant did not waive

4. The total cost of production, the privilege. In so finding, the
compared to the resources court addressed the large volume
available to each party; of documents in hard copy and

5. The relative ability of each electronic format and the precau-

party to control costs and its tions taken to label the documents

3 : : bR
incentive to do so: privileged” and to earmark the

documents in a privilege log. The

6. The importance of the issues court noted the proposed amend-

at stake in the litigation; and ments to Rule 26(f), which ac-
7. The relative benefits to knowledges that privilege waiver
the parties of obtaining issues “‘often become more acute

the information. when electronically stored in-
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formation is sought.”” The court
found that the precautions defen-
dant took to prevent inadvertent
disclosure were adequate.

A subsequent decision from
this case also addressed the issue
of whether certain spreadsheets
had to be produced in their na-
tive format, or whether the pro-
duction of hard copies was suffi-
cient. In an important ruling on
the issue of “metadata,” the court
found that the native spreadsheet
files were required because they
contained unique data, including
formulas and calculations, which
bore on the method of selecting
employees for layoft.

Turner v. Resort Condominiums
Int’l

In this case,® plaintiff sued defen-
dant for pregnancy and sex dis-
crimination after plaintiff’s em-
ployment was terminated. The
parties engaged in lengthy dis-
covery disputes involving plain-
tiff’s demand for a litigation hold
on defendant’s electronic data
and for inspection of defendant’s
computer systems. Plaintiff sent
defendant a pre-suit letter de-
manding that defendant “for an
indefinite time not modify or
delete any electronic data in any
mainframe, desktop, or laptop
computers, or other storage me-
dia devices, and not upgrade or
replace any equipment or soft-
ware.” The court stated that this
pre-suit letter “did not accommo-
date the routine day-to-day needs
of a business with a complex
computer network and demand-
ed actions by RCI that went well
beyond its legal obligations...and
its more general duty to avoid de-
liberate destruction of evidence.”
While a motion for summary
judgment was pending, plain-

tiff brought a motion to compel
production, claiming that defen-
dant “failed to produce important
that would
plaintiff’s claim. Defendant sub-

metadata” support
sequently produced all relevant
information to plaintiff; despite
the produced information, the
court granted defendant’s motion
for summary judgment. Plaintift
also filed a motion for sanctions
for defendant’s failure to produce
the required discovery. The court
denied plaintiff’s motion but held
that, because defendant produced
documents only after plaintift
brought the motion to compel,
defendant was not entitled to an
award of attorney’s fees and costs
as the prevailing party and pursu-
ant to Rule 54(d).

Semsroth et al. v. City of
Wichita

In this case,” plaintiffs brought
a sexual harassment and gender
discrimination suit against the
defendant City of Wichita. The
City moved for plaintiffs to pay
all or part of the costs relating to
the discovery of the City’s email
on the grounds that the costs as-
sociated with performing word
searches of its back-up tapes was
unduly burdensome. The court
discussed the amendments to the
Federal Rules of Civil Procedure,
focusing particularly on Rule
26(b)(2)(B), and
Zubulake factors in determining

applied the

whether cost-shifting was war-
ranted. The court rejected the
plaintiffs’ argument that the City
should be held at fault because it
chose its own back-up system and
stated that the back-up tapes used
were “a reasonable storage meth-
od.” The court ultimately con-
cluded that the factors weighed
against cost-shifting and denied

the City’s motion. However, in
part because it questioned wheth-
er the search of the back-up tapes
“would result in the discovery of
significant important evidence to
support” the plaintifts’ claims, the
court limited the plaintifts’ dis-
covery requests by reducing the
number of words and custodian
mailboxes to search.

Quinby v. WestLB AG

In this case,® defendant sought to
shift to the plaintiff the costs asso-
ciated with restoring backup tapes
and searching the emails of six of
its former employees in connec-
tion with an employment dis-
crimination suit. The defendant
converted the employees’ emails
into an inaccessible format (i.e.,
backup tapes) from an accessible
format after it should have rea-
sonably anticipated litigation. The
plaintift argued that cost-shifting
was inappropriate because the
defendant was required to main-
tain the data in an accessible for-
mat pursuant to its preservation
obligations. The court disagreed
and stated that the preservation
obligation does not require data
to be stored in any particular for-
mat, including an accessible one.
However, the court stated that
“if a party creates its own burden
or expense by converting into an
inaccessible format data that it
should have reasonably foreseen
would be discoverable material at
a time when it should have an-
ticipated litigation, then it should
not be entitled to shift the costs
of restoring and searching the
data.” The court also stated that
this would not be the case when
it was not reasonably foreseeable
that the evidence would have
to be produced. The court ulti-
mately found that the defendant
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should have reasonably antici-
pated having to produce all of the
former employees’ emails except
for one employee and shifted 30%
of the costs to the plaintift after
conducting an analysis under the
Zubulake factors.

PROACTIVE RECORDS
MANAGEMENT

In light of this obvious prevalence
of electronic records in employ-
ment litigation, employers must
craft a retention policy that ad-
several

dresses straightforward,

but key, questions:

B What
there?

information is out

Where is it stored?
‘What needs to be kept?
Where should it be stored?

For how long?

Then what?

The rationale for a proactive
records management policy in
Human Resources is not all that
different from the incentives to
create a company-wide policy.
First, for some kinds of records,
compliance with the law man-
dates retention for a certain pe-
riod. Second, some records will
have ongoing business value and
thus employers will want to re-
tain them to facilitate depart-
mental operations. Finally, with
respect to documents that may
be relevant to actual or threat-
ened litigation, a policy must call
for the retention of such materi-
als to avoid unnecessary costs or
sanctions. In short, a good policy
will prevent unnecessary disclo-
sure of corporate records, ensure
the availability of records when
needed, control discovery costs,
and avoid sanctions.

In many cases, an HR Records
Management Initiative will be a
part of an overall company-wide
policy. Many company-wide re-
tention policies establish general
retention guidelines for corpo-
rate documents, and then defer to
each major department within the
organization, such as Accounting,
HR, and Operations, to deter-
mine appropriate guidelines for
documents within their part of
the organization. This can be a
prudent approach, as it permits
those groups with specific exper-
tise regarding the types of rele-
vant documents, to determine the
method and location of storage
of those records. This can insure
consistency in retention practices
across multiple locations and mul-
tiple business units.

NUTS AND BOLTS OF
THE POLICY

Scope

The scope of any policy should in-
clude all HR tangible documents
and ESI, which are accessed on or
from Company property or com-
puters. Electronic records should
be managed by the same policy as
tangible (paper) documents, be-
cause retention periods are gener-
ally dictated by content, not stor-
age method or location.

Purpose and Goals

The policy should articulate a
clear purpose and goals which
underscore the importance of re-
cords retention to the entire HR
department. A sample purpose
could be “to establish a program
for identifying, retaining, protect-
ing and disposing of HR records.”
Likewise, goals should be drafted
so that, if the policy is reviewed
by a judge or jury, the Company’s

desire to be in compliance with
its legal obligations is clear.

Defining Records

For the reasons discussed above,
it is important to cast a wide net
when defining a “record” with-
in the meaning of the policy.
Individual members of the HR
department, for example, may
not consider their Outlook calen-
dar to be a record, but it can be.
The policy should provide some
examples of HR-related records,
such as:

B clectronic mail regarding em-
ployee performance issues

B spreadsheets containing com-
pensation data

B contents of the PeopleSoft
database

I Outlook calendars

The policy should establish a pro-
cedure that insures that records
are retained for the period of their
immediate use, in the appropri-
ate storage location, unless longer
retention is required for historical
reference, contractual or legal re-
quirements, or for other purposes
as set forth in the policy. When
records are no longer required, or
have satisfied their required period
of retention, they should be de-
stroyed in an appropriate manner.
There are two key areas of guid-
ance associated with an HR
Records Policy: it must designate
specific places to store specific
materials, and it must identify the
retention period for each category
of documents.

Storage Location

To reap the benefits of consis-
tency and availability, companies
must know, for example, where
emails about employee disciplin-
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ary action are to be stored. The
designated location may be in the
HR professional’s electronic mail
program, filed in a way that associ-
ates it with the specific employee
in question. Some may choose to
require that the email be printed
and filed in the employee’s paper
personnel file. Others may have a
secure network share drive for the
entire HR department, and may
choose to store all correspondence
about an employee there. Each
Company’s information technol-
ogy infrastructure, and each HR
Department’s culture and past
practices, will help shape the pol-
icy regarding appropriate storage
locations. For example, certain
projects within HR may be staffed
with multiple individuals. Storage
requirements for the records as-
sociated with those documents
will have to allow the records to
be shared among members of that
project team, while still remain-
ing appropriately secured from
non-HR personnel.

Likewise, the policy must spell
out how long records are to be
retained. Certain kinds of re-
cords, such as hiring data for fed-
eral contractors, payroll data, and
[-9 forms, are subject to laws or
regulations defining a minimum
retention period. Others, like
employee disciplinary records, are
not subject to specific legal reten-
tion requirements, but prudence
dictates that an employer retains
such records for a sufficient time
to use them in the defense of any
litigation that may arise.

Records Destruction

Perhaps one of the most impor-
tant aspects of any records reten-
tion policy is a procedure for de-
stroying records once they have

passed their useful retention pe-
riod. Especially in the Human
Resources arena, employee files
and benefits information for indi-
viduals who no longer work at the
company can accumulate quickly
and storage of such materials can
be costly. Moreover, by retaining
these kinds of materials when it
is no longer necessary, a company
is simply increasing the volume of
documents it may have to review
during litigation. Employment
litigation, for example, often re-
lates to the treatment of the com-
plaining party to the treatment of
other, similarly situated employ-
ees. It a company has retained
employee files for separated em-
ployees dating back many years,
then it may have to produce, or
at least review, such records dur-
ing the litigation. However, if the
company has set and followed a
guideline to destroy the records of
former employees five years after
their separation, then the universe
of documents to search may be
significantly smaller. Thus, con-
sistency in document destruction
can be as important as the reten-
tion itself.

Methodology

For tangible documents, the
method of destruction usually in-
volves shredding, burning or out-
sourcing to a document destruc-
tion service. Electronic records
destruction, however, is not so
simple. Often the deletion of an
active file is merely the removal
of one copy of that file. Other
copies may exist on backup tapes
maintained by the IT depart-
ment. While the company may
be able to argue that searching
and restoring these backup tapes
is too costly, courts have shown
a willingness to require such ef-

forts under some circumstances.
If, on the other hand, the tapes
were destroyed pursuant to the
retention policy, and before any
knowledge of pending or threat-
ened litigation, then there should
be no dispute.

It 1s also possible that deletion
of a file from a disk does not truly
accomplish the deletion. Forensic
data analysis can often recover
files thought to be deleted. While
again this may be the subject of
a discovery dispute during litiga-
tion (i.e., who pays for the fo-
rensic expert), HR departments
should work closely with their I'T
counterparts to insure that an ap-
propriate level of deletion is ac-
tually occurring pursuant to the
retention policy.

HOLD PROCEDURES

As with other departments in a
company, the HR department
must insure that it does not delete
or destroy any documents that
may be relevant to threatened or
pending litigation. In other words,
when the Company has notice of
threatened, potential or pending
litigation, investigations or audits,
all relevant records must be pre-
served until final disposition of
the action. In employment litiga-
tion, HR is often the first line of
defense to receive actual notice
of threatened litigation. Consider
these varying levels of notice:

B Lawsuit from a former

employee

B Letter from lawyer to the HR
Manager asserting a claim on
behalf of an employee

I Notice of an EEOC Charge

I An unemployment compen-
sation hearing with a former
employee, in which the em-
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NOTES

ployee claims his termination
was because of discrimination

I An angry employee who,
upon being notified of his
termination, states, “You’ll
hear from my lawyer”

It 1s quite conceivable that all of
these scenarios are sufficient to put
a company on notice of threatened
or pending litigation. Thus, both
HR professionals and the supervi-
sors they support must be trained to
recognize such threats, and to notify
appropriate individuals within the
organization to insure that records
related to the potential dispute are
not destroyed or deleted. This in-

ternal communication can be criti-

cal in helping the company avoid
the sanctions described above.

CONCLUSION

The increased importance of elec-
tronic information in the workplace
will have a profound effect on em-
ployment litigation. The first stages of
that impact are underway, in the form
of the newly-revised Federal Rules
of Civil Procedure. These changes
create unique issues and opportuni-
ties for Human Resources profes-
sionals and departments. Without a
doubt, the first step for departments
is to audit their existing materials,
and prepare a thoughtful and realistic
records retention policy.
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